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1. Introduction

The Public Sector Internal Audit Standards (PSIAS), Attribute Standard 1000,
require that the purpose, authority and responsibility of the internal audit activity
are formally defined in an internal audit charter (hereafter referred to as the
Charter), consistent with the Mission of Internal Audit and the mandatory elements
of the International Professional Practices Framework (the Core Principles for the
Professional Practice of Internal Auditing, the Code of Ethics, the Standards and
the Definition of Internal Auditing). The chief audit executive is required to
periodically review the Charter and present it to senior management and the
‘board’ for approval. Final approval of the Charter resides with the ‘board’.

The Charter establishes the internal audit activity’s position within the Council,
including the nature of the chief audit executive’s functional reporting relationship
with the board; authorises access to records, personnel and physical properties
relevant to the performance of engagements; and defines the scope of internal
audit activities.

2. Mission of Internal Audit

The mission of Internal Audit is to enhance and protect organisational value by
providing risk-based and objective assurance, advice and insight.

3. Definitions
For the purposes of this charter the following definitions will apply:
3.1 Internal Audit
The definition of Internal Audit as set out in the PSIAS:
‘Internal auditing is an independent, objective assurance and consulting activity
designed to add value and improve an organisation’s operations. It helps an
organisation accomplish its objectives by bringing a systematic, disciplined
approach to evaluate and improve the effectiveness of risk management, control
and governance processes.’
3.2 Assurance
The PSIAS defines assurance engagements as:
‘An objective examination of evidence for the purpose of providing an independent
assessment on governance, risk management and control processes for the

organisation. Examples may include financial, performance, compliance, system
security and due diligence engagements.’

3.3 Consultancy
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The PSIAS defines consulting services as follows:

‘Advisory and client related service activities, the nature and scope of which are
agreed with the client, are intended to add value and improve an organisation’s
governance, risk management and control processes without the internal auditor
assuming management responsibility.’

34 The ‘Board’
The Board is defined as:

‘the governance group charged with independent assurance of the adequacy if the
risk management framework, the internal control environment and the integrity of
financial reporting’.

Within this Council the role of the ‘Board’ will be fulfilled by the Audit Committee.

3.5 Senior Management
Senior Management is defined as:
‘those responsible for the leadership and direction of the Council’.

Within this Council the role of ‘Senior Management’ will be fulfilled by the Senior
Management Team (SMT).

3.6 Chief Audit Executive
The Chief Audit Executive is described as:

‘a person in a senior position responsible for effectively managing the internal audit
activity in accordance with the internal audit charter and the Definition of Internal
Auditing, the Code of Ethics and the Standards. The Chief Audit Executive or
others reporting to the Chief Audit Executive will have appropriate professional
certifications and qualifications’.

Within this Council the role of the Chief Audit Executive will be fulfilled by the Audit
and Risk Manager (or if that post is vacant, by the Head of Strategic Support,
providing that person is suitably qualified and experienced).

4. Purpose of Internal Audit

The Accounts and Audit Regulations 2015 (Regulation 5 (1)) require that local
authorities to which this regulation applies ‘must undertake an effective internal
audit to evaluate the effectiveness of its risk management, control and governance
processes, taking into account public sector internal auditing standards or
guidance’.
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As an independent appraisal function, the primary objective of Internal Audit is to
review, appraise and report upon the adequacy of processes and controls across
the entire Council.

5. Professionalism

The internal audit activity will govern itself by adherence to the Public sector
Internal Audit Standards. This mandatory guidance constitutes principles of the
fundamental requirements for the professional practice of internal auditing and for
evaluating the effectiveness of the internal audit activity's performance.

The service, and individual staff, will be governed by the Code of Ethics of the
relevant professional bodies of which they are a member, and all codes and
policies operated by the Council including the standard operating procedures set
out in the Internal Audit Manual.

6. Authority of Internal Audit

The authority of Internal Audit is as set out in the Council’s Financial Regulations
that form part of the Constitution.

The Head of Strategic Support has nominated a head of internal audit (the Audit
& Risk Manager) who has the right to direct access to the Head of Paid Service,
the Cabinet and the Audit Committee where necessary.

Internal audit staff have access to all Council property and assets at any
reasonable time and have the authority to apply any test or check they deem
necessary to the accounts, cash, securities or other properties or records which
relate in any way to the operations of the Council and can require and receive
such explanations from any Officer or Member as deemed necessary.

All employees are requested to assist the internal audit activity in fulfilling its roles
and responsibilities.
7. Organisation

The Internal Audit function sits within the Audit and Risk Team of the Strategic
Support service that forms part of the Corporate Services Directorate.

The Head of Strategic Support, who also fulfils the role of the Council’s Monitoring
Officer, reports directly to the Strategic Director of Corporate Resources, who
fulfils the role of the Council’s Section 151 Officer, and also reports functionally to
the Audit Committee (Board).

Under the Council’'s Constitution, the Head of Strategic Support is responsible for
maintaining an adequate and effective internal audit function and the nomination
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of an officer to act as the head of internal audit (Chief Audit Executive). The Audit
and Risk Manager is the nominated head of internal audit and is responsible for
the day to day management of the Internal Audit function.

The Chief Audit Executive has free and unfettered access to the Chief Executive,
Section 151 Officer, Monitoring Officer and the Chair of the Audit Committee.

The Chief Audit Executive will communicate and interact directly with the Board,
including in and between Board meetings as appropriate.

8. Responsibility of Internal Audit

The key responsibilities of Internal Audit are as laid out in the Council’s Financial
Regulations:

e The Head of Strategic Support is responsible for maintaining an adequate and
effective internal audit function.

e The internal audit function will operate in accordance with the Public Sector
Internal Audit Standards

e The internal audit function is responsible for providing assurance on the
Council’s system of internal control. It examines, evaluates and reports on the
adequacy of internal control as a contribution to the proper, economic, efficient
and effective use of resources.

e In fulfilling their responsibilities Internal audit staff will undertake effective
reviews of systems and procedures on a regular basis.

9. Scope of Internal Audit

The scope of internal auditing encompasses, but is not limited to, the examination
and evaluation of the adequacy and effectiveness of the organisation’s
governance, risk management, and internal control processes in relation to the
organisation's defined goals and objectives. Internal control objectives considered
by internal audit include:

e Consistency of operations or programs with established objectives and goals
and effective performance.

o Effectiveness and efficiency of operations and employment of resources.

e Compliance with significant policies, plans, procedures, laws, and
regulations.

¢ Reliability and integrity of management and financial information processes,
including the means to identify, measure, classify, and report such
information.

e Safeguarding of assets.

Internal Audit is responsible for evaluating all processes (‘audit universe') of the
entity including governance processes and risk management processes. It also
assists the Audit Committee in evaluating the quality of performance of external
auditors and maintains proper degree of coordination with internal audit.
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Internal audit may perform consulting and advisory services related to
governance, risk management and control as appropriate for the organisation. It
may also evaluate specific operations at the request of the Board or management,
as appropriate.

Based on its activity, Internal Audit is responsible for reporting significant risk
exposures and control issues identified to the Board and to Senior Management,
including fraud risks, governance issues, and other matters needed or requested
by the Board.

10.Independence and Objectivity

The internal audit activity will remain free from interference by any element in the
organisation, including matters of audit selection, scope, procedures, frequency,
timing, or report content to permit maintenance of a necessary independent and
objective mental attitude.

Internal auditors will have no direct operational responsibility or authority over any
of the activities audited. Accordingly, they will not implement internal controls,
develop procedures, install systems, prepare records, or engage in any other
activity that may impair internal auditor's judgment.

Internal auditors must exhibit the highest level of professional objectivity in
gathering, evaluating, and communicating information about the activity or
process being examined. Internal auditors must make a balanced assessment of
all the relevant circumstances and not be unduly influenced by their own interests
or by others in forming judgments.

The Chief Audit Executive will confirm to the board, at least annually, the
organisational independence of the internal audit activity.

The independence of the Chief Audit Executive is safeguarded by the Chief
Executive reviewing and countersigning the performance reviews of the Chief
Audit Executive and feedback is also sought from the Chair of the Audit
Committee.

11.Internal Audit Plan

At least annually, the Chief Audit Executive will submit to the Board an internal
audit plan for review and approval, including risk assessment criteria. The internal
audit plan will include timing as well as budget and resource requirements for the
next fiscal year. The Chief Audit Executive will communicate the impact of
resource limitations and significant interim changes to senior management and
the Board.

The internal audit plan will be developed based on a prioritisation of the audit

universe using a risk-based methodology, including input of senior management
and the board. Prior to submission to the Board for approval, the plan will be
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discussed with senior management. Any significant deviation from the approved
internal audit plan will be communicated through the periodic activity reporting
process.

12.Internal Audit Resources

The Chief Audit Executive will hold an appropriate professional qualification
(CMIIA, CCAB or equivalent) and have extensive internal audit experience.

The Head of Strategic Support is responsible for providing the Chief Audit
Executive with the appropriate resources to maintain an adequate and effective
internal audit service.

The Chief Audit Executive will ensure that the Internal Audit service has access to
an appropriate range of knowledge, skills, qualifications and experience required
to deliver the audit plan.

13.Reporting and Monitoring

A written report will be prepared and issued by the Chief Audit Executive following
the conclusion of each internal audit engagement and will be distributed as
appropriate. Internal audit results will also be communicated to the Board.

The final version of the internal audit report will include management's response
and corrective action taken or to be taken in regard to the specific findings and
recommendations. Management's response is required to include a timetable for
anticipated completion of action to be taken and an explanation for any corrective
action that will not be implemented.

The internal audit activity will be responsible for appropriate follow-up on audit
findings and recommendations. All significant findings will remain on the
outstanding recommendations record until cleared.

14.The Role of Internal Audit in Fraud Related Work

The role of Internal Audit in fraud related work is set out in the following Council
documents:

Financial Regulations
Anti — Fraud, Corruption, and Bribery Strategy
Whistleblowing Policy
Fraud Response Plan.

The primary responsibility for maintaining sound systems of internal control
including arrangements to prevent and detect fraud and corruption lies with
management. Completion of planned audit work assists this process by
highlighting areas where controls are inadequate or are not operating as intended.
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15.Performance of Non — Audit Activities

The Chief Audit Executive has line management responsibility for the Council’s
health and safety, insurance and risk management functions which form part of
the Audit and Risk Team. To maintain independence and avoid conflict of interest
any internal audits of these functions will be undertaken by an externally procured
resource.

Where individual internal auditors undertake non — audit activities, for example in
participating in corporate projects in a non — audit role, the auditor involved will not
participate in future audits of the service/project area until at least one year has
elapsed from completion of the activity.

16.Periodic Assessment

The Chief Audit Executive is responsible for periodically providing a self-
assessment on the internal audit activity as regards its consistency with the Audit
Charter (purpose, authority, responsibility) and performance relative to its Plan.

In addition, the Chief Audit Executive will communicate to senior management and
the Board on the internal audit activity's quality assurance and improvement
program, including results of ongoing internal assessments and external
assessments conducted at least every five years.

The Chief Audit Executive will agree the scope of external assessments with the

Head of Strategic Support and the Chair of the Audit Committee.

17.Review
The Chief Audit Executive will review this Charter annually and present it to senior
management and the Board for approval.
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